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Personal Identity Breaches 

3 Source: Symantec Internet Security Threat Report April 2017 
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Federal IT Spend in 2015 

4 

 
The federal government spent more than 75 percent of the total amount 
budgeted for information technology (IT) for fiscal year 2015 on operations and 
maintenance (O&M) investments. Specifically, 5,233 of the government's 
approximately 7,000 IT investments are spending all of their funds 
on O&M activities. 

 

Source: https://www.gao.gov/assets/680/677436.pdf 
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Federal IT Spend in 2017 
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Cybersecurity 
• Defective software is insecure 

• 90% of attacks are successful by exploiting defects in the software application layer 
• 1 in 20 software defects are vulnerabilities that can be exploited to launch cyberattacks 
• “If you have a quality problem, you have a security problem” 

• Consequences of poor quality software  
• Impacts - Democracy, loss of life and limb besides just financial loss 
• Potentially more catastrophic than bridge falling down 

• Cannot rely on testing alone to find and remove software defects 
• Common misconception – “if it passes test, it must be OK” 
• Root cause of “Deliver now, Fix later” culture, technical debt, increase in total ownership cost in many 

agile projects 
• Reducing vulnerabilities - number one goal for every agile software team 
• High priority national goal to move from reactive to proactive – from threat detection to 

threat prevention 
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Contact 
 
 
 

Girish Seshagiri 
girish.seshagiri@ishpi.net 

703 426-2790 
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The NICE Framework 
The National Initiative for Cybersecurity Education (NICE) 

Oct 16, 2018 

Bill Newhouse, Deputy Director of NICE 
Applied Cybersecurity Division, Information Technology Laboratory, National Institute of Standards and Technology (NIST) 
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Accelerate Learning and Skills Development 
• Inspire a sense of urgency in both the public and private sectors to 

address the shortage of skilled cybersecurity workers 
 
Nurture A Diverse Learning Community 

• Strengthen education and training across the ecosystem to 
emphasize learning, measure outcomes, and diversify the 
cybersecurity workforce 

 
Guide Career Development & Workforce Planning 

• Support employers to address market demands and enhance 
recruitment, hiring, development, and retention of cybersecurity 
talent 

NICE Strategic Goals 

https://nist.gov/nice 9 
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Support employers to address market demands and enhance recruitment, hiring, 
development, and retention of cybersecurity talent 
 
Objectives: 
 

3.1 Identify and analyze data sources that support projecting present and future demand and supply of 
qualified cybersecurity workers 
 
3.2 Publish and raise awareness of the NICE Cybersecurity Workforce Framework and encourage adoption 
 
3.3 Facilitate state and regional consortia to identify cybersecurity pathways addressing local workforce 
needs  
 
3.4 Promote tools that assist human resource professionals and hiring managers with recruitment, hiring, 
development, and retention of cybersecurity professionals 
 
3.5 Collaborate internationally to share best practices in cybersecurity career development and workforce 
planning 
 

NICE Framework - https://go.usa.gov/xnXsh  

NICE Strategic Goal #3: Guide Career Development and Workforce Planning 

https://go.usa.gov/xnXsh


NICE Framework – NIST Special Publication 800-181 

• Specialty Areas (33) – Distinct areas of cybersecurity work; 
• Work Roles (52) – The most detailed groupings of IT, cybersecurity or 

cyber-related work, which include specific knowledge, skills, and 
abilities required to perform a set of tasks. 

• Tasks – Specific work activities that could be assigned to a 
professional working in one of the NCWF’s Work Roles; and, 

• Knowledge, Skills, and Abilities (KSAs) – Attributes required to 
perform Tasks, generally demonstrated through relevant 
experience or performance-based education and training. 

• Audience: 
• Employers 
• Current and Future Cybersecurity Workers 
• Training and Certification Providers 
• Education Providers 
• Technology Providers 

SECURELY 
PROVISION 

PROTECT 
AND 

DEFEND 

OPERATE 
AND 

MAINTAIN 

OVERSEE 
AND  

GOVERN 

COLLECT 
AND 

OPERATE 
INVESTIGATE ANALYZE 

Categories of Cybersecurity Work    
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Building Blocks for a Capable and Ready Cybersecurity Workforce 
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Securely Provision (7 Specialty Areas, 11 Work Roles) 

14 

          

  Category Specialty Area Work Role   

  

Securely 
Provision 

Risk Management  
Authorizing Official/Designating Representative  

  

  

Security Control Assessor 
  

  Software Development  
Software Developer  

  

  
Secure Software Assessor 

  

  

Systems Architecture  
Enterprise Architect 

  

  
Security Architect 

  

  

Technology R&D Research & Development Specialist 
  

  

Systems Requirements 
Planning Systems Requirements Planner  

  

  
Test and Evaluation Testing and Evaluation Specialist 

  

  Systems Development Information Systems Security Developer 
  

  Systems Developer    
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Useful Links (for use when you get these slides as an event follow-up 

• NICE Framework - google “NIST NICE Framework” 
 

Software Quality Group in the Software and Systems Division in Information Technology Laboratory 
at NIST – google NIST SSD  
• National Software Reference Library (NSRL) 
• Computer Forensics Tool Verification (CFTT) 
• Software Performance 
• Software Assurance Metrics And Tool Evaluation (SAMATE) 
• Software Assurance Reference Dataset (SARD) 
• Computer Forensic Reference Data Sets (CFReDS) 

 

19 

https://www.nist.gov/itl/applied-cybersecurity/nice/resources/nice-cybersecurity-workforce-framework
https://www.nist.gov/itl/ssd/software-quality-group
http://www.nsrl.nist.gov/
http://www.cftt.nist.gov/
https://www.nist.gov/programs-projects/software-performance-project
https://samate.nist.gov/
https://samate.nist.gov/SARD/
http://www.cfreds.nist.gov/
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Structured Assurance Case MetaModel 
(part of the Innovative Methods for Producing Cybersecure Software Panel) 

Robert A. Martin 
Sr. Secure Software & Technology Prin. Eng. 
Trust & Assurance Cyber Technologies Dept. 
Cyber Solutions Technical Center  

CISQ Cyber Resilience Summit Oct 16 2018 
© 2018 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case No: 18-1804-11 
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Software & SW-enabled Connected Capabilities Are Throughout Enterprises 

Energy 

Manufacturing Aeronautics Medical Buildings 

Vehicles 

Shipping 
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Oil & Gas 

Concerns About Software go well beyond IT… 

Water Treatment 

Hydro Power & Dam Mngt 

Remote Management 

Smart 
Munitions 

Status & Health Monitoring 
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Need Standards to Drive Consistency in Discussing and 
Conveying Assurance due to the Sector-2-Sector linkages 
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The Supply Chain for Software-Enabled Capabilities is Complex 

? 
? 

? 
? 

? 
? 
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? 
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? 
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Foreign 
Developers 
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Tier 2 Manufacturer/ 
Supplier 

Tier 2 Manufacturer/ 
Supplier 

Tier 2 Manufacturer/ 
Supplier 

Tier 2 Manufacturer/ 
Supplier 

Foreign 
Location 

Tier 3 Manufacturer/ 
Supplier 

US 

Global 

Foreign 

Off-shore 

US 

Software 
COTS 

Reuse 
Acquire 

Develop 
In-house 

Outsource 

? 

? 
? 

Tier 4 Manufacturer/ 
Supplier 

Tier 4 Manufacturer/ 
Supplier 

? ? 
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Supplier 
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Supplier 

Bill of Materials for software-
based components 

• SW Part names and versions 
• Libraries Used 
• Tool Chain Used 
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We Need Assurance of More Than Security – 
Need Assured Trustworthy Systems 
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Claims of Trustworthiness  Gathering Evidence for Assurance Cases 

0
1
2
3
4

SafA

SafB

SafC

SafDSafE

… 

SafeN

Safety* 

Made of “body safe” materials 
Able to recharge without charring skin 
Only authorized people can connect 
Only special people can control 
Fail-safe mode to support life… 
Shielded from radiation… 

Made of “body safe” materials 
Made of non-brittle materials 
Impervious to moisture/sweat… 
Able to recharge without charring skin 
Only special people can control 
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Claims of Trustworthiness  Gathering Evidence for Assurance Cases 

0
1
2
3
4

SafA

SafB

SafC

SafDSafE

… 

SafeN

Safety* 

No interfering with other devices 
No off-gassing or hazardous emissions 
Only authorized people can connect 
Only special people can control 
Can be handled w/o special gloves 
Fail-safe mode to support life… 
Shielded from radiation… 
Can be used in a sterilized area 
Operational w/o positive control 
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Made of “body safe” materials 
Made of non-brittle materials 
Impervious to moisture/sweat… 
Able to recharge without charring skin 
Only special people can control 

Made of “body safe” materials 
Able to recharge without charring skin 
Only authorized people can connect 
Only special people can control 
Fail-safe mode to support life… 
Shielded from radiation… 

No interfering with other devices 
No off-gassing or hazardous emissions 
Only authorized people can connect 
Only special people can control 
Can be handled w/o special gloves 
Fail-safe mode to support life… 
Shielded from radiation… 
Can be used in a sterilized area 
Operational w/o positive control 

 Made of “body safe” materials 
 Able to recharge without charring skin 
 Only authorized people can connect 
 Only special people can control 
 Fail-safe mode to support life… 
 Shielded from radiation… 
 Made of non-brittle materials 
 Impervious to moisture/sweat… 
 No interfering with other devices 
 No off-gassing or hazardous emissions 
 Can be handled w/o special gloves 
 Can be used in a sterilized area 
 Operational w/o positive control 
 

For What it Means to be Safe,  
A Checklist Will Not Work! 
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But if every System has a “unique” array of 
requirements how do we manage that?… 

Possible System Trustworthiness Requirements 
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Group Requirements around “families” of Systems with 
similar functions, environment, and other context?… 

Deep Brain Neurostimulators 
Gastric Stimulators 
Foot Drop Implants 
Cochlear Implants 
Cardiac Defibrillators/Pacemakers 
Insulin Pumps 
Operating Room Equipment 
Medical Procedure Support Equipment 
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The Assurance Case  
Medical 
Space 
Aeronautics 
Rail 
Automotive 
Shipping 
Autonomous 
Critical Infrastructure 
Cyber Physical Systems… 

Dependability  
Engineering  
Innovation for Cyber Physical  
Systems  
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The Assurance Case for a System Builder using Assured Components 

Exchange and Composition of             
Assurance Cases between tools and programs 
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The Assurance Case for a System Builder using Assured Components 

Exchange and Composition of             
Assurance Cases between tools and programs 
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Structured 
Assurance 

Case 
Packages 

Structured Assurance 
Case Terminology Classes  

Argumentation 
Metamodel 

Artifact Metamodel 

Structured Assurance 
Case MetaModel 
(SACM 2.0) Structured 

Assurance 
Case Base 

Classes 
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IIC Journal of Innovation – September 2018 issue on Trustworthiness 
    https://www.iiconsortium.org/journal-of-innovation.htm 
 

“Assuring Trustworthiness in an Open Global Market of IIoT Systems via Structured Assurance Cases” 
    https://www.iiconsortium.org/news/joi-articles/2018-Sept-JoI_Assuring_Trustworthiness-FINAL2.pdf 
 

WPI’s State-of-the-Art Seminar in Systems Engineering:  Development of Trustworthy and Secure Systems 
Wednesday October 17, 2018 at Worchester Polytechnic Institute, Worcester, MA 
Registration:  http://go2.wpi.edu/l/170792/2018-07-24/sq5z4 

Questions? 
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