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What Is CISQ ? 
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CISQ/OMG Standards Process 
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Deploying CISQ Measures 

CISQ 
measures 

OMG 
standards 

ISO 
standards 

Corporate 
IT Policy 

Benchmarks Third party 
Contracts 

Federal  
IT Policy 

System 
acquisition Regulations 

US State Dept. 

Gen. Serv. Admin. 

Sec. & Exch. Com. 

State of Texas 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/


© 2018 Consortium for IT Software Quality (CISQ) www.it-cisq.org                                6 

The Era of 9-Digit Glitches 

In summary, the cost of poor-
quality software in the US in 
2018 is approximately $2.84 
trillion 
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Current Focus Is on Developers, Not Enterprises 
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Trustworthy Systems Manifesto 

1.  Engineering discipline in product and process 

2.  Quality assurance to risk tolerance thresholds 

3.  Traceable properties of system components 

4.  Proactive defense of the system and its data 

5.  Resilient and safe operations 
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1  Engineering Discipline in Process and Product 

1   The principles and practices of software engineering must 
predominate other considerations in developing software-
intensive systems 

 
2   Trustworthy systems do not emerge from haphazard 

development and deployment processes 
 
3   The shorter the time, the greater the need for process 

discipline 
 
4   Developers and operators must be supplemented by 

automated technologies that can reduce complexity and 
improve their visibility into systems and operations 

 
5   Organizations must ensure that developers have the 

knowledge and skills needed to build and deploy 
trustworthy systems.  
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2  Quality Assurance to Risk Tolerance Thresholds 

1    Executives must determine the risk that can be tolerated 
from each business or mission critical system 

 
2    Quality assurance must ensure the system operates within 

risk tolerance thresholds 
 
3    Executives must establish policy that critical systems have 

evidence they can perform within risk thresholds before 
being released to operations 

 
4   Executives must enforce that time be devoted to 

remediating high priority defects 
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3  Traceable Properties of System Components 

1    Developing modern software-intensive systems requires 
managing a supply chain of component sources 

 
2    Evidence of provenance and trustworthiness should be 

carried forward with components and shared across the 
supply chain 
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4  Proactive Defense of the System and Its Data 

1    Protection of the system and its data from malicious actors 
requires several layers of defense 

 
2    System behavior should be continuously monitored to 

detect suspicious actions and data movements 
 
3    Security practices must also cover the behavior of 

authorized system users to ensure system defenses are not 
circumvented 
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5  Resilient and Safe Operations 

1    To sustain the business or mission, systems must be able to 
continue operations in the face of unexpected events, or if 
interrupted, recover their operations efficiently 

 
2    Failsafe properties of software-intensive systems should be 

designed in and verified 
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Charter of Trust 
https://www.siemens.com/content/dam/webassetpool/mam/tag-siemens-com/smdb/corporate-core/topic-areas/digitalization/cybersecurity/shi-13378-cot-dok-narrative-online-2018-02-13-sbi-en.pdf 
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Access Manifesto 

Sign the Manifesto  it-cisq.org/trustworthy-systems-manifesto 

Read Manifesto 

Review Signatories 

Sign Manifesto 
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CISQ Membership Is Free  www.it-cisq.org  
Over 2000 individual members from 

large software-intensive organizations: 
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